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Dear Exclusive Access User,

We, at Exclusive Networks, are committed to protecting your data and that is why
we implemented an MFA (Multi-Factor-Authentication) on June 13, 2023.

What do | need to do?

1) Firstly, you will need a multifactor authenticator app. You are free to choose
which app you would like to use on your mobile device, ex: Microsoft Authenticator,
Okta, Google Authenticator, Twilio Authy.

If you do not have a mobile device available to you, it is possible to use the
browser add—on/widget “Authenticator (more information below).

Instructions for Mobile Devices (Mobile Phone, Tablet)

2) After you have installed an authenticator app on your mobile device, first follow
the app instructions to set up the app and/or to add a new account.

3) Click on the “+“ to add a new account.
4) Choose the option “Scan QR Code”.

5) Log onto the Exclusive Access customer portal.

# Home [ Customer Portal

Login to your Customer Portall.

On this customer portal you can access services/features & information you may need. It contains features such as Order tracking, Available stocks, Price list, Invoices. This

customer portal is a digital sharing mechanism and information center between a company or organization and its customers and can be accessed with a sign in credentials.

Email

‘ mwolanska.ext@exclusive-networks.com

Password
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# Home [ Customer Portal

Login to your Customer Portal.
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Two Factor Authentication

Two factor authentication provides unambiguous identification of users by
means of the combination of two different components. In our case the
authentication consists of username and password (something that the user
knows) and a time based generated token (something that is inseparable
from the user). This means that username and password by themselves

cannot be used to login if the login credentials should fall in the wrong
hands.

In order to use this 2 factor authentication, a client is needed. Recommended
mobile client apps are Google Authenticator or Authy.

To enable the functionality, scan the QR code with a client app. Then enter
the generated code in the box below. When clicking 'Login’' you will be
logged in and two-factor authentication will be enabled for future logins
(given the code is correct).

Scannable QR Code

Code

6) Scan the QR-Code that appears on your profile. Choose the option that says,
“Nettailer”.

7) Enter in the 6-digit number into the “Code” field.

8) Click on “Log in”.
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Instruction for the Browser Add-On/Widget “Authenticator”
2) Chrome: Open the Chrome Web Store.

Firefox & Edge: Look for “Extensions” in the settings or find the puzzle symbol in the

top right corner of the browser.
£ chrome web store

@ |

Q_  In Erweiterungen s...
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3) Click on “Extensions” and search for “Authenticator”. Then click on “Add* or click
on the activation toggle for Microsoft Edge.

Installierte Erweiterungen

Aus dem Microsoft Edge Add-ons-Store

ol i : i
e Authenticator: 2FA Client n
Authenticator erzeugt zwei-Faktor-Authentifizierungscodes in lhrem Browser,

Dietails  Entfernen

& chrome web store

Q. autnenticator % Erweiterungen ® Weltere Erwelterungen

« Startseite
O Emeterungen e Authentifizierung
(O Designs e &) authenticatorce [ Vorgestellt
Bewertungen Authenticator Authenticator erzeugt zwei-Fakior-Authentifizierungscodes in Ihrem Browser.
Q) S R o ok d Je ke 1643 Produktivitat
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Authenticator

von mymindstorm

& Dieses Add-on wird von Mozilla nicht aktiv auf seine Sicherheit Uberwacht. Stellen Sie sicher, dass Sie ihm
vertrauen, bevor Sie es installieren.

Weitere Informationen

Authenticator generates 2-Step Verification codes in your browser. Zu Firefox hinzufiigen
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4) Please accept the addition of extension.

B Add “Authenticator®?
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5) Chrome Users should pin this extension to their browser.

Extensions

No access needed
These extensions don't need to see and change

information on this site.

Authenticator

6) Scan QR-Code: Click on the Authenticator icon in your browser and the click on
the “minus” icon.
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7) Use your mouse to scan the QR el e s i ]

Code on the login page.

Two Factor Authentication
Two factor ication provides identifi of users by

means of the combination of two different components. In our case the
authentication consists of username and password (something that the user
knows) and a time based generated token (something that is inseparable
from the user). This means that username and password by themselves
cannot be used to login if the login credentials should fall in the wrong
hands.

In order to use this 2 factor authentication, a client is needed. Recommended
mobile client apps are Google Authenticator or Authy.

To enable the functionality, scan the QR code with a client app. Then enter
the generated code in the box below. When clicking "Login’ you will be
logged in and two-factor authentication will be enabled for future logins
(given the code is correct).

Scannable QR Code
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8) Type in the 6-digit code in the field below the QR = E=——— .

rool.01.exn.nettailer.com

Recommended mobile client

Code' Google authenticator uses yc 7 6 9 6 9 3
email and you need to confir | (o101.exn.nettailer.com -
N o n . wolanska ext+2@exclusi
9) I' k , . email. Twilio Authy is availab | Mwoianska exts @exclusive- ¢
C |C On Log |n . To enable the functionality, s

the generated code in the bo
logged in and two-factor aut
(given the code is correct).

Scannable QR Code
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Should you have any issues in activating your MFA, please contact us at
DACH.exclusiveaccess@exclusive-networks.com.

Sincerely,

Your Exclusive Access Team
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